PERSONAL DATA PROCESSING
CONSENT

Information about the Personal Data Operator

Full name: Association of Interregional Social and Economic Cooperation "Central Federal
District"”

Legal address: Moscow, Tverskoy municipal district, Ilyinka str., 4, room 84/3

Tax ID (INN): 7709472937

Primary State Registration Number (OGRN): 1137799007994

Executive Director: Chayka Yuri Afanasyevich

Email: info@ascfd.ru

Website: association-cfo.ru

By using the website association-cfo.ru, becoming a member of the Association, participating in
interregional events, projects and initiatives, or otherwise interacting with the Association of
Interregional Social and Economic Cooperation "Central Federal District”, | give consent to the
specified organization (hereinafter referred to as the "Operator") for the processing of my
personal data under the following conditions:

1. PERSONAL DATA PROCESSING BY PURPOSES

1.1. PURPOSE: Maintaining the registry of Association members
Subject categories: Representatives of Central Federal District regions, Association members
Categories and list of processed personal data:

e Last name, first name, middle name

« Position in Central Federal District regional government authorities
o Name of represented region

o Contact information (phone, email, work address)

e Powers regarding interregional cooperation matters

Processing methods: Mixed (automated and non-automated)
Processing period: During the period of Association membership
Storage period: 5 years after termination of membership

Destruction procedure: Upon expiration of the storage period, personal data is deleted from all
information systems through irreversible deletion of electronic records and physical destruction
of paper media with compilation of a destruction act
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1.2. PURPOSE: Organization and conduct of interregional events
Subject categories: Participants of conferences, forums, seminars, expert groups
Categories and list of processed personal data:

o Last name, first name, middle name

o Place of work, position, specialization

o Contact information (phone, email)

o Professional interests and area of expertise
e Region of residence/work

Processing methods: Automated

Processing period: From event registration until its completion plus 36 months for effectiveness
analysis

Storage period: 2 years after completion of processing

Destruction procedure: Upon expiration of the storage period, personal data is deleted from all
information systems through irreversible deletion of electronic records with compilation of a
destruction act

1.3. PURPOSE: Publishing activities and preparation of analytical materials
Subject categories: Publication authors, experts, consultants
Categories and list of processed personal data:

e Last name, first name, middle name

e Academic degrees, titles, professional achievements
e Place of work and position

e Contact information

o Areas of expertise and research interests

Processing methods: Mixed (automated and non-automated)

Processing period: From material preparation until publication plus 60 months for maintaining
publication archives

Storage period: 3 years after completion of processing

Destruction procedure: Upon expiration of the storage period, personal data is deleted from all
information systems through irreversible deletion of electronic records and physical destruction
of paper media with compilation of a destruction act

1.4. PURPOSE: Informing about Association activities
Subject categories: Newsletter subscribers, event participants, partners

Categories and list of processed personal data:



o Last name, first name, middle name
o Email address

o Area of professional interests

e Information receiving preferences

Processing methods: Automated

Processing period: Until consent withdrawal, but no more than 24 months from the last
interaction

Storage period: 6 months after consent withdrawal for processing possible claims

Destruction procedure: Upon expiration of the storage period, personal data is deleted from all
marketing systems through irreversible deletion with compilation of a destruction act

1.5. PURPOSE: Interaction with government authorities
Subject categories: Government representatives, officials
Categories and list of processed personal data:

e Last name, first name, middle name
e Position and place of work

« Official contact information

o Competence and powers

Processing methods: Mixed (automated and non-automated)
Processing period: During the term of office plus 24 months

Storage period: 5 years after completion of processing in accordance with archival legislation
requirements

Destruction procedure: Upon expiration of the storage period, personal data is deleted from all
information systems through irreversible deletion of electronic records and physical destruction
of paper media with compilation of a destruction act

1.6. PURPOSE: Compliance with Russian Federation legislation requirements
Subject categories: All personal data subjects
Categories and list of processed personal data:
e All personal data specified in purposes 1.1-1.5
Processing methods: Mixed (automated and non-automated)
Processing period: In accordance with current Russian Federation legislation requirements

Storage period: In accordance with current Russian Federation legislation requirements



Destruction procedure: Upon expiration of periods established by Russian Federation
legislation, personal data is destroyed through irreversible deletion of electronic records and
physical destruction of paper media with compilation of a destruction act

2. INFORMATION ON USE OF METRIC PROGRAMS
AND COOKIES

The following metric program is used on the association-cfo.ru website:

2.1. Yandex.Metrica

Purpose of use: Analysis of website traffic and user behavior

Processed data: IP address, cookie files, browser data, visit time, viewed pages
Server location: Russian Federation

Cookie storage period: 2 years

IMPORTANT: Before starting personal data processing using Yandex.Metrica metric program,
an information window requesting consent for cookie use is displayed on the website. The user
can refuse cookie use or configure their use at their discretion.

3. TRANSFER OF PERSONAL DATA TO THIRD
PARTIES

Consent extends to transfer of personal data to the following categories of recipients within the
framework of achieving the specified purposes:

3.1. Government authorities:

o Administration of the Presidential Plenipotentiary Representative in the Central Federal
District (for regional policy coordination)

e Regional authorities of Central Federal District subjects (for implementing interregional
projects)

e Ministry of Economic Development of the Russian Federation (for developing regional
development programs)

o Other federal authorities (on matters within the Association's competence)

3.2. Partner organizations:

o Associations of other federal districts (for experience and best practice exchange)

« Interregional associations (for coordinating joint activities)

e Regional chambers of commerce and industry (for developing economic cooperation)
e Public organizations (for implementing social projects)

3.3. Educational and scientific organizations:

e Universities and research institutes (for conducting scientific research)



o Expert and analytical centers (for preparing expert opinions)
3.4. Technical and organizational partners:

o Event organizers (for conducting conferences and forums)
o Publishing houses (for publishing Association materials)
e IT providers (for website and information system support)

3.5. Government bodies:

e Upon receipt of official requests within the framework of current Russian Federation
legislation

4. CONSENT VALIDITY PERIOD

This consent is valid from the moment of its provision until achievement of personal data
processing purposes specified in Section 1, or until the moment of consent withdrawal by the
personal data subject.

5. PERSONAL DATA SUBJECT RIGHTS

| am informed that | have the right to:

e receive information about processing of my personal data

e require clarification, blocking or destruction of inaccurate or illegally obtained personal
data

« withdraw this consent

o appeal the Operator's actions or inaction to Roskomnadzor or through judicial procedure

6. CONSENT WITHDRAWAL

To withdraw this consent, | can:

e send a written statement to the address: Moscow, llyinka str., 4, room 84/3
« send an email to the Association's official address: info@ascfd.ru
e apply in person during Executive Directorate working hours

Upon consent withdrawal, the Operator ceases personal data processing, except in cases when
personal data processing is necessary to protect life, health or other vital interests of the personal
data subject or third parties and obtaining consent from the personal data subject is impossible,
as well as in other cases provided by Russian Federation legislation.

7. ADDITIONAL CONDITIONS

e | confirm that | have familiarized myself with the Privacy Policy posted on the
association-cfo.ru website
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« | confirm that consent is given voluntarily, of my own free will and in my interests

e | confirm the accuracy of provided personal data

e | understand the Association's goals for developing interregional cooperation

o | agree to data use for coordination with other Central Federal District regions

o | understand that my data may be transferred to partner organizations for implementing
joint projects

o | understand that in case of consent withdrawal, the Operator has the right to continue
personal data processing without my consent if there are grounds specified in Federal
Law No. 152-FZ "On Personal Data"

8. FEATURES OF INTERREGIONAL COOPERATION

Coordination between regions:

o Personal data is used to organize interaction between 18 Central Federal District regions
o Contact information is transferred for coordinating joint projects
o Expert data is used for interregional working groups

Publishing and analytical activities:

e Author data is used for material publication
e Expert information is included in analytical reviews
o Contacts are used for publication distribution

Interaction with government authorities:

e Representative data is transferred for coordinating state policy
o Contact information is used for interdepartmental interaction
o Communication between the federal center and regions is ensured

9. EVENT PARTICIPATION

Conferences and forums:

e Consent to inclusion in event participant lists
o Data use for organizing networking sessions
e Possibility of photo and video recording at events (with separate consent)

Working groups and committees:

e Inclusion in expert groups by activity areas
e Contact use for coordinating committee work
o Data transfer to participants for collaborative work

Expert activities:

e Involvement in analytical material preparation
o Participation in regional development project expertise



e Consulting on interregional cooperation issues

10. WORK WITH INTERNATIONAL PARTNERS

ATTENTION: Within the framework of Association activities, cross-border transfer of personal
data is NOT carried out. All data is processed exclusively on the territory of the Russian
Federation using Russian information systems and servers.

Interaction with foreign partners is carried out without transferring personal data of Russian
citizens outside the Russian Federation.

Ways of expressing consent:

e Becoming a member of the Association

o Participating in Association events and projects

e Using the association-cfo.ru website

o Submitting materials for publication

o Participating in expert activities

e Making proposals for interregional cooperation

e Marking consent in electronic forms

o Continuing website use after displaying cookie notification
« Other actions indicating consent to personal data processing

This consent is an integral part of participation in the activities of the Association of
Interregional Social and Economic Cooperation "Central Federal District™ and comes into effect
from the moment of interaction commencement. Continued participation in Association activities
after amendments to this consent means acceptance of these changes.
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